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Abstract

This paper presents a mathematical framework for ex-
pressing trust management systems. The framework makes
it easier to understand existing systems and to compare
them to one another, as well as to design new systems. The
framework defines the semantics of a trust management en-
gine via a least fixpoint in a lattice, which, in some situa-
tions, leads to an efficient implementation. To demonstrate
its flexibility, we present KeyNote and SPKI as instantia-
tions of the framework.

1 Introduction

Systems in which multiple entities share resources of-
ten use an access control mechanism. The problem of ac-
cess control can be broken into two subproblems: deter-
mining whether or not a request should be allowed, and en-
forcing the decision. Trust management systems solve the
first subproblem by defining languages for expressing au-
thorizations and access control policies, and by providing a
trust management engine for determining when a particu-
lar request is authorized. Traditional access control mech-
anisms are centralized and operate under a closed world
assumption in which all of the parties are known. Trust
management systems generalize traditional mechanisms by
operating in distributed systems and eliminating the closed
world assumption. Over the last ten years, a number of
trust management systems have been developed, some fo-
cusing on authentication [20, 21, 22], others for specialized
purposes [3, 8, 18], others for general purpose authoriza-
tion [4, 6, 13], and others based on logics [1, 2, 17]. Be-
cause of the wide range in precision in the specification of
these systems and the wide variety of trust management lan-
guages, it is difficult to compare the systems in order to in-
telligently decide which to apply to a new situation. Be-
cause of the lack of formality in many of the specifications,

it is difficult to understand their weaknesses, which is espe-
cially troubling since the domain of interest is often security
related. Finally, because there is no common conceptual
framework underlying the systems, it is difficult to reason
about the tradeoffs made in their design. This makes the de-
sign of new trust management systems more of an art than
a science.

This paper presents a mathematical framework for ex-
pressing trust management systems. The framework can
express many well-known systems, including KeyNote [4]
and SPKI [13]. Trust management systems can be con-
cisely specificied, which helps in comparing current sys-
tems and in analyzing the design tradeoffs of new systems.
The framework defines the semantics of a trust management
engine as a least fixpoint in a lattice, which for many instan-
tiations directly leads to an implementation. In the case of
SPKI, the paper shows how an implementation of the se-
mantics can make a trust management decision more sim-
ply and efficiently than the combination of certificate path
discovery [9, 11] and tuple reduction [13].

This paper is not concerned with the cryptographic un-
derpinnings of trust management. It assumes that the appro-
priate integrity checking and signature validation happens
before the trust management engine begins computation. It
also does not discuss the important issue of revocation. Fi-
nally, it does not present a proposal for a new trust manage-
ment system, although it lays the foundation for exploration
of a range of new systems.

Section 2 defines the framework and presents an instan-
tiation via an extended example of a toy trust management
system. Sections 3 — 5 show how to express SPKI, Keynote,
and logic-based systems as instantiations of the framework.
Section 6 formalizes several concepts generally applicable
to trust management systems. Section 7 concludes and
presents several unanswered questions that this work raises.
Appendix A reviews mathematical background and defines
notation. Readers unfamiliar with lambda expressions or
lattices should refer to the appendix as necessary.



2 Framework

This section defines the framework for expressing trust
management systems and presents an extended example.
The idea behind the framework is to leave open the kinds
of authorizations that can be made by the system, only re-
quiring that they satisfy a few natural mathematical prop-
erties. The framework defines the kinds of assertions that
can be made by entities in the system and gives a precise
semantics specifying what a collection of assertions means
and when a request should be granted. In many cases, a di-
rect implementation of this semantics leads to a viable trust
management engine.

The elements of the framework are principals, authoriza-
tions, authorization maps (abbreviated authmaps), licenses,
and assertions. A principal is an atomic entity that may
make or authorize requests. We use p to range over princi-
pals.

p € Principal

For the framework, the only necessary property of princi-
pals is that they are distinguishable. In a real implemen-
tation, for cryptographic reasons, a principal might corre-
spond to a public key. In the example of this section, we
will deal with the principals Alice, Bob, Carl, and Dave.

An authorization expresses the permissions granted by a
principal. Authorizations form a lattice, Auth, where u C '
means that «’ permits more operations than u.

u € Auth

For a given trust management decision, each principal in the
system will be associated with a single authorization that
describes the permissions granted by that principal. The
least upper bound operator | | defines how to sensibly com-
bine multiple authorizations made by the same principal
into a single authorization. The Auth lattice can be instanti-
ated in varying ways to express different trust management
systems.

As an example, imagine that Auth specifies whether or
not Alice may read some particular file, write that file,
or both. Let R denote that Alice may read the file, W
denote she may write the file, RW denote she may read
and write the file, and N denote she may do neither. So,
Auth = {N,R, W,RW}. In order to make Auth into a lat-
tice, defneN C R, NC W, R C RW, W C RW and
L {R, W} = RW. Note that this authorization lattice only
specifies the authorizations granted to Alice for a particular
file, not for any other principal or any other file. To repre-
sent such authorizations, we could use a more complicated
lattice like Principal x File — {N,R, W, RW}, but we
will stick with the simple lattice as the example for this sec-
tion.

An authmap is a function mapping principals to autho-
rizations that describes the authorizations made by each

principal in a trust management decision.
m € AuthMap = Principal — Auth

Recall from Appendix A that AuthMap is a lattice under the
pointwise ordering because Auth is a lattice. For our ex-
ample lattice, an authmap expresses the authorization each
principal grants to Alice to read or write the file. Such a map
might be m, where m(Bob) = R and m(Carl) = RW.

A license grants authorization, expressed as a monotone
function from authmaps to authorizations.

[ € License = AuthMap —,, Auth

Intuitively, the meaning of license [ is that if principals grant
authorizations as given by authmap m, then [ grants the au-
thorization [(m). Figure 1 shows some licenses for the ex-
ample lattice. License 2, which delegates to Bob, shows
how the dependence of licenses on authmaps expresses del-
egation. The monotonicity requirement means that the au-
thorizations granted by a license can only increase as a con-
sequence of an increase in other principals’ authorizations.
The reader should verify that all of the licenses in Figure 1
are monotone. In particular, in licenses 6, 7, and 8, note
that if = were used instead of C, the license would not be
monotone. Monotonicity is required in order to give a sen-
sible meaning to a collection of assertions so that the trust
management engine will be well-defined.

An assertion is an expression of authorization made by
a principal. Assertions are the framework’s abstraction of
digital certificates. Formally, an assertion consists of a prin-
cipal and a license.

a € Assertion = Principal x License

Assertion (p, 1) should be read as “p authorizes [”. Princi-
pal p is referred to as the issuer. Any principal could issue
an assertion with any of the licenses from Figure 1. In a
real implementation, assertions would typically be signed
by the public key of the issuing principal and would require
signature checking before being processed by the trust man-
agement engine.

A trust management engine must take a set of assertions
made by various principals, some of whom may delegate to
each other, and find a coherent authmap representing the au-
thorizations of those principals. The assertions may reside
in the local machine, or may be presented by the principal
making the request, and may have been created in various
places. The act of finding a coherent authmap from various
assertions is the component that distinguishes trust manage-
ment from traditional access control mechanisms. We de-
fine the semantics of a set of assertions as follows (as we
do throughout the document, we use M with a subscript to
denote a semantic function).

M pgrions © P (Assertion) —,,, AuthMap
Misaions(A) = lfp(Am.Ap. | {l(m) | (p,1) € A})



[ € License

intended meaning

1) Am.W

2)  \m.m(Bob)

3)  m. | [{W,m(Bob)}

4)  dm.[{W,m(Bob)}

5)  Am. [[{W,m(Bob), m(Carl)}
then R else N

7)  Am.if W C m(Bob) then R else N

8) Am.ifcard{p |[RCm(p)} >2thenRelse N

6) Am.ifcard{p € {Bob,Carl,Dave} |RC m(p)} > 2

Figure 1. Example licenses

Alice may write the file.

Alice may do whatever Bob allows.

Alice may write and do anything else Bob allows.
Alice may write if Bob allows her to write.

Alice may write if both Bob and Carl say she can.
Alice may read if any two of Bob, Carl, and Dave
say she can.

Alice may read if Bob says she may write.

Alice may read if any two principals say she can.

The intuition behind the definition of M o 1S that it
combines all of the assertions issued by each principal
into one authorization for that principal, taking delega-
tion into account. In more detail, the set of assertions
made by a principal p is {l | (p,l) € A}. Given the au-
thorization map m, the set of authorizations granted by p
is {I(m) | (p,1) € A}. By taking a least upper bound, we
can combine the authorizations into a single authorization
granted by p, namely | [{lI(m) | (p,l) € A}. Finally, to
find an authorization map that is consistent with all of the
licenses, we take a least fixpoint in the AuthMap lattice,
which relies on the fact that licenses are monotone. Because
the licenses in assertions are monotone, SO iS M aeaions: T at
is, if more assertions are input to M seeions, then more autho-
rizations will be made by the resulting authmap. The defi-
nition of M seeions @S @ least fixpoint also makes it clear why
the framework cannot handle revocation, since that would
require non-monotone assertions.

Figure 2 shows some example computations of M aeerions:
Each row has a set of assertions in the left column, a fixpoint
computation of an authmap in the middle, and a comment
about the example in the right column. The order of as-
sertions in the left column is irrelevant. The fixpoint com-
putation (see Appendix A for an explanation) is shown as
a sequence of authmaps, one per row, where each column
contains the authorizations made by a principal. Each row
contains an authmap consisting of the least upper bound of
all of the assertions applied to the authmap in the previous
row. The final row is the least fixpoint authmap of the set
of assertions. The examples give some idea of how least

fixpoint computation can express concepts like path valida-
tion [20], chaining and five-tuple reduction [13], and inter-
assertion communication [7].

A trust management engine makes a decision based on
a request, an authorizing principal, and a set of asser-
tions. The authorizing principal reflects the policy govern-
ing the request. A request is expressed as an element of
the Auth lattice. The semantics is defined by M., Where
Mengne(p, 1, A) means that principal p authorizes request u
according to the assertions in A.

Mengne = Principal x Auth x P (Assertion ) — Bool
MEngine(p7 u, A) =u E MA@“ions(A) (p)

The trust engine computes the authmap corresponding to
the provided assertions A and determines if the request
requires less authorization than is granted by the autho-
rizing principal p. For the example lattice, if Alice
would like to write the file (which is denoted by the re-
quest W) under Bob’s control and the assertions ai, as
and a3 are available, the trust engine would compute
Megne(BOb, W, {a1, a2,as}) to determine if Bob autho-
rizes Alice to write.

The trust management engine does not necessarily need
to compute the entire fixpoint as defined by M eions: TO
prove that a request is justified, all the engine must find is
an authmap m such that « C m & M eeions(4) (p). Finding
such an m may be easier than computing the fixpoint for
two reasons. First, the trust engine may be able to work in
a lattice in which elements are more compactly represented
and licenses are more efficiently computed. Second, the



Ifp(A) computation

A € P(Assertion ) Bob Carl Dave Comment
(Bob, Am. W) N N N A direct authorization.
W N N
(Bob, Am. W) N N N Auths combined using | |.
(Bob, Am. R) RW N N
(Bob, Am. W) N N N Unconstrained delegation.
(Carl, Am.m(Bob)) w N N
W W N
(Bob, Am. m(Carl)) N N N Least fixpoint.
(Carl, Am.m(Bob))
(Bob, Am. W) N N N Constrained delegation.
(Carl, \m. [{R, m(Bob)}) W N N
(Bob, Am. RW) N N N Constrained delegation.
(Carl, \m. [{{R,m(Bob)}) RW N N
RW R N
(Bob, Am. W) N N N Chained delegation.
(Carl, Am.m(Bob)) w N N
(Dave, A\m.m(Carl)) w w N
W W W
(Bob, Am. W) N N N Multiway delegation.
(Carl, A\m. RW) W RW N
(Dave, Am. [[{m(Bob), m(Carl)}) W RW W
(Bob, Am. W) N N N Inter-assertion communication.
(Bob, Am. m(Carl)) w N N
(Carl, hm.if WCm(Bob) thenRelse N) W R N
RW R N

Figure 2. Example least fixpoint computations of M seions

o =3 e

M MMMM

Principal
Auth
AuthMap =
License =
Assertion =

Principal — Auth
AuthMap —,,, Auth
Principal x License

M pssriions © P(Assertion) —,,, AuthMap

Mismios(A) = p(Am.Ap. | [{i(m) | (p,]) € A})
Mengne : Principal x Auth x P (Assertion) — Bool

MEngine(pa u, A) =u E MA@“ions(A) (p)

Figure 3. Framework




engine may terminate the fixpoint computation early, once
a large enough m has been found. The sections on KeyNote
and SPKI1 will take advantage of this fact.

Figure 3 summarizes the entire framework. An instantia-
tion of the framework defines a trust management system by
providing Auth lattice, a language for expressing licenses,
and a means of computing Me... The art in designing a
trust management system lies in choosing a lattice of autho-
rizations and a subset of the monotone functions to be used
as licenses. This controls the expressiveness of the system.
The engineering comes in choosing a representation for au-
thorizations and a language for licenses so that the desired
monatone functions can be expressed concisely and so that
Megne CaN be computed efficiently. The rest of this sec-
tion is devoted to a toy language for expressing licenses in
the example lattice of this section. The following sections
will show how to express more realistic trust management
systems.

2.1 A toy trust management language

Using all of mathematics to write licenses is fine for
expository purposes, but in order to build a practical trust
management engine, one must define a language for ex-
pressing licenses and give a way for the trust manage-
ment engine to compute the authorization expressed by a
license. Here is an example language of expressions for
Auth = {N,R, W, RW}.

e == N|R|WRW
| p
| (glbe..)
| (lube..)

A license expression is either a constant denoting the corre-
sponding lattice element, or a principal (in unspecified for-
mat) denoting delegation to a principal, or the greatest lower
bound (gl b), or the least upper bound (I ub) of a sequence
of other expressions. Let ExampleLicense be the set of ex-
pressions generated by the above grammar. We can give a
semantics to expressions by defining a function Mg, induc-
tively on the structure of expressions.

Mg : ExampleLicense — License

Ma(N = Am.N
Mo(R = Am.R
MW = dm. W
Mg (RW = Am.RW
Ma(p) = Am.m(p)
Ma((glbe..)) = dmlHMea(e)(m),...}
Ma((lube..)) = dm. [ {Ma(e)(m),...}

Observe that Mg, always produces a monotone function.
Given a representation of AuthMap in which the authoriza-
tion of a principal can be found in constant time, it is clear

that for any expression e, we can compute Mg (e)(m) in
time linear in the size of the expression. Hence, we can
compute M eaions(A) and My in time proportional to the
sum of the sizes of the licenses in A.

Using ExampleLicense, we can write expressions denot-
ing the first six examples in Figure 1.

1) W

2) Bob

3) (! ub WBob)

4) (gl b WBob)

5) (gl b WBob Carl)

6) (glb R (lub (glb Bob Carl)
(gl b Carl Dave)
(gl b Bob Dave)))

The last expression shows that this language may be ver-
bose in expressing some monotone functions. Even worse,
the last two examples in Figure 1 can not be expressed at
all in this language. Of course, by adding more constructs,
one could express those examples as well, but at the cost of
additional complexity in the trust management engine and
possibly additional time taken in computing Mg, . The last
example would require an existential quantification opera-
tor, similar to that of [17, 18].

3 SimplePublic Key Infrastructure (SPKI)

Figure 4 shows how to express SPKI [12, 13, 14], includ-
ing SDSI [19] local names, in the framework of Section 2.
The upper part of the figure defines the lattice of SPKI au-
thorizations and the representation of SPKI assertions. The
lower part gives the semantics of SPKI assertions, by show-
ing how to map them to assertions in the sense of Section 2.
The figure should be read along with Figure 3, which de-
fines the supporting infrastructure of the framework.

The SPKI Auth lattice is a powerset lattice with two kinds
of authorizations, name and action. For authmap m, if name
authorization (p’,n,t) is in m(p), then principal p autho-
rizes principal p’ to act as name n at time ¢. Similarly, if
action authorization (p’, y, t) is in m(p) then principal p au-
thorizes principal p’ to perform operation y at time ¢. Ele-
ments of Name are arbitrary byte strings. Elements of Sexp
are s-expressions, and denote operations. For this paper, we
will leave Time unspecified, other than to note that it is to-
tally ordered by <.

The meaning of a name is always taken relative to a
given principal. A full name is a principal and a sequence of
names, where (p,t) € M.ue(f, m) means that principal p
can act on behalf of full name f at time t. M, is extended
to subjects by Mg, and to name assertions by M. A
name assertion is represented by a 4-tuple (p, n, s, (t1, t2)),
which means that principal p authorizes subject s to act on



n € Name

y € Sexp

t € Time

u € Auth = P(Principal x (Name + Sexp) x Time)

f € FullName = Principal x Name*

s € Subject = FullName + (Int x P(FullName))

d € Delegate = Bool

x € Action
TimePeriod = Time x Time
NameAssertion = Principal x Name x Subject x TimePeriod
AuthAssertion = Principal x Subject x Delegate x Action x TimePeriod
SPKIAssertion = NameAssertion + AuthAssertion

M ugion : Action — P (Sexp) (omitted)

Meye - FullName x AuthMap — P(Principal x Time )
MFu|IP(<p7 []>, m) = {<p> t> | te Time}

Magyp : Subject x AuthMap — P(Principal x Time )
Mamjp(ﬁ m) = Mpuup(ﬁ m)
MalbiP(<k=F>ﬂm) = {<p> t> ‘ k < card {f €F | <p7 t> € MFuIIP(fa m)}}

M e : NameAssertion — Assertion
MName(p7n, S, <t13 t2>) = <pa Am {<p/7 TL,t> | tl S t S t2 and <p/7t> € MSJbJ'P(S7m) }>

Meaa - FullName x AuthMap — Auth
MFunA(fa m) = {(p,y,t} | Hp/'<p/a t> € MFUIIP(f7 m) and <p7 y>t> € m(p’)}

Maya : Subject x AuthMap — Auth
MamjA(ﬁ m) = MFUIIA(f7 m)
Mawa((k, F),m) = {(p,y,t) | k <card{f € F' | (p,y,t) € Meun(f,m)}}

M - AuthAssertion — Assertion
Muan(D, 8, d, z, (t1,t2)) = (p, 1), where

l(m) _ < / t> Yy S MAclion('r) and tl S t S t2
B RS and if d then (p', y,t) € Magya(s,m) else (p’,t) € Maup(s,m)

Figure 4. SPKI instantiation




behalf of name n at any time between ¢, and t5. The sub-
ject field can either directly identify a full name, or specify
a threshold subject of the form (k, { f1, f2,...}). A princi-
pal can only act for a threshold subject if at least & of the
names f1, fo, ... denote that principal.

An authorization assertion is represented by a 5-tuple
(p, s,d, x, (t1,t2)), which means that principal p authorizes
subject s to perform (and delegate, if d = true) the oper-
ations allowed by action « at any time between ¢; and 5.
We will not specify actions in more detail — abstractly, they
denote sets of s-expressions, so we can assume a function
M qion that gives their meaning. The semantics of authoriza-
tion assertions is specified by M ., which relies on Mgya
to define the authorizations granted by a subject. The defini-
tion of M, formalizes the intuition above by requiring the
action z to include the requested operation y and the time
period to contain the request time ¢. If the delegate flag is
set, then M, allows requests authorized by the subject;
otherwise, it requires the requestor p’ to be able to act on
behalf of the subject.

Everything is now in place to see how a trust manage-
ment computation is carried out. Suppose we want to know
if principal p authorizes principal p’ to perform the oper-
ation denoted by y at time ¢ according to the assertions
A. We express the request as u = {(p’,y,t)} € Auth.
We want to compute Me.g.(p, u, 4), which is equivalent
t0 4 € Mugios(A)(p). In order to avoid computing the
entire least fixpoint, we can specialize the assertions for the
given request. Define the restriction of an authorization «’
as follows.

R(u') = u'Nn(uU{(p”,n,t) | p” € Principal,n € Name })

Thus the restriction of an authorization includes no more
than current request » and name authorizations at the cur-
rent time. Extend R to sets of assertions so that the licenses
only produce restricted authorizations as follows.

R(A) = {{p, sm.R(l(m))) | (p,]) € A}

We can prove that © C Mueios(A)(p) if and only if
U C Mpsaions(R(A))(p). We can also observe in Figure 4
that name assertions affect the meaning of authorization as-
sertions, but not vice-versa. The implication of these two
facts is that instead of computing a least fixpoint over the
AuthMap lattice, we can first compute a fixpoint over the
lattice Principal — P(Principal x Name ) and then over
the lattice Principal — Bool. The first fixpoint computes
for each principal p the pairs (p’, n) such that p authorizes
p’ to act on behalf of name n at time ¢. The second fix-
point computes for each principal p whether or not the re-
quest « is authorized by p. If there are ¢ assertions, the
first fixpoint requires O(c?) space and the second requires
only O(c) space. Xavier Serret-Avila and | have built an

engine for the second fixpoint using the approach described
here. In our experience, the time for trust management com-
putation is dwarfed by the cryptographic costs of signature
checking.

3.1 Related work

The SPKI standard [13] presents 4-tuple and 5-tuple re-
duction as a means of implementing M ... 5-tuple reduc-
tion is weaker than the least fixpoint approach described
above because it relies on action intersection, which takes
two actions xz; and x5 and attempts to compute an action
x such that Mugn(2) = Maugion(1) N Mougion(22).  Un-
fortunately, this is not always possible, since the action
language is not expressive enough. As was observed in
[15], it is not always possible to represent the the inter-
section of a *r ange and *pr efi x action. One way to
fix this problem would be to add an intersection operator
to the action language. In [15], they instead show that one
can always find an action satisfying the weaker condition
Mgion(2) C Mpgion(21) N Mpgion(2:2). This guarantees that
if their trust management engine returns true then so does
M egnes UL NOL the converse.

A more important weakness of tuple reduction is that
it only works on ordered lists of assertions, not unordered
sets. To find the right order, the client must perform cer-
tificate path discovery [9, 11], something that is at least as
complicated as reduction itself, and requires O(c?) space.
The least fixpoint computation above automatically and ef-
ficiently performs certificate path discovery and subsumes
the reductions necessary to make the trust management de-
cision.

Another approach to specifying SPKI is presented in
[16], which gives a simple Prolog program in which the
rules correspond to tuple reduction. For a given trust man-
agement decision, each assertion is translated to a fact and
added to the logic program. The least fixpoint semantics
of Prolog then includes all authorizations derivable by com-
bining the facts using the rules, which is roughly equivalent
to all tuples derivable using tuple reduction. With a Pro-
log implementation that uses an appropriate search strategy,
the program can be run directly as an implementation of the
trust management engine.

4 KeyNote

Figure 5 shows how to express KeyNote [4, 5] in the
framework of Section 2. The figure should be read along
with Figure 3, which defines the supporting infrastruc-
ture of the framework. The KeyNote authorizations Auth
form a function lattice, where an authorization maps a
request to a compliance value. Compliance values are



v € Value

x € Action = P(String x String)
Request = P(Principal) x Action
u € Auth = Request — Value

Licensees
¢ € Conditions
KeyNoteAssertion =

N
m

Principal x Licensees x Conditions

M inees © LiCeNSeES X (Principal — Value) —,,, Value
M eonaiions © CONditions x Request — Value

Miene - KeyNoteAssertion — Assertion
MKeynote(pa Za C) = <p> >\m >\<P7 217> H{MConditionS(ca (E), MLicense&s(Za )‘p m(p) (P7 l’))}>

Figure 5. KeyNote instantiation

(omitted)
(omitted)

strings, totally ordered, intended to denote levels of au-
thorization. To keep a simple example in mind, imag-
ine that Value = [false, true], where false C true. The
partial order on Auth is derived from the order on Value
viewed as a lattice. A request (P, z) consists of a set of
requesting principals P (called ACTI ONL.AUTHORI ZERS
in [4]) and an action, which is represented as a list of
pairs of arbitrary strings. The action describes the re-
quest; for example, an action to delete a file might be
{(operation,del ete),(file,/tnp/foo)}.

A KeyNote assertion (p, z, ¢) means that issuing princi-
pal p authorizes the requests specified by the conditions ¢,
possibly delegating to licensees z. The licensees language
is similar to the toy language of Section 2. It has operators
for greatest and least upper bound of the compliance val-
ues in the Value order, as well as an operation for finding
the k-th largest of a set of compliance values. The seman-
tics is summarized by a function M e, Which takes a li-
censees expression and a map giving the a compliance value
for each principal, and gives the value of the expression.
The conditions language has floating point, integer, string,
and relational operators for inspecting the request and com-
puting a compliance value. The semantics is summarized
by M onaions Which takes a conditions expression and the
request, and computes a compliance value. The semantics
of KeyNote assertions is given by Mqm., Which says that
the license corresponding to a KeyNote assertion returns the
greatest lower bound (in the Value order) of the meaning of
the conditions and licensees fields. Delegation is possible
via the licensees field, which is only allowed to query the
authmap to find other principals’ authorizations of the same
request (P, z). The license field in the assertion is mono-
tone because M ..« IS monotone in its second argument.

A KeyNote trust management engine is responsible for
computing a compliance value given a set of assertions

and a request. Suppose that the principals P present
to principal p the assertions A to prove that the action
x is justified, i.e. has a compliance value of at least
v. We can express the request as the (partial) function
[(P,x) — wv]. Then, the trust management engine must
decide if Megn(p, [(P,x) — v], A), which is equivalent
to [(P,z) = v] T Mougions(A)(p), Which is equivalent
0 v C Moueions(A)(p)(P,x). Thus, the trust manage-
ment engine need only compute a fixpoint in the lattice
Principal — Value, recording for each principal its com-
pliance value on the given request.

5 Logic-based approaches

In the logic-based approach to trust management, the
trust management engine is responsible for constructing [1,
3, 17] or checking [2] a proof that the desired request is
valid. The logic is defined by a set of formulas, Formula,
and a binary relation F' = f, which should be read “formula
f can be proved given the formulas F' as axioms”. The
logic contains a primitive constructor to express authoriza-
tions of principals: if p is a principal and f is a formula,
then p says f means that principal p authorizes whatever
formula f does. Finally, the logic contains (among other
rules) inference rules that ensure that each principal is logi-
cally consistent.

o If ' fthen FFpsaysf.
o If FFpsaysf= f'and F - psaysf then F -
psays f’
An assertion is represented as a (signed) formula of the form
psays f. A request is also represented by a formula. The

trust management system says that principal p authorizes
request f according to the assertions F' if F' - p says f.



f € Formula
u € Auth
psaysf € LogicAssertion =

{F C Formula | F=F}
Principal x Formula

M o : LOgicAssertion — Assertion
Mooe(p says f) = (p, Am. f U{p says f' | f" € m(p') })

Figure 6. The logic-based approach

Figure 6 shows how to model this approach in the frame-
work of Section 2. The figure should be read along with
Figure 3, which defines the supporting infrastructure of the
framework. The elements of the Auth lattice are deductively
closed sets of formulas ordered by C. A set of formulas f
is deductively closed if F = F, where F = {f | F+ f}.
The least upper bound operation is union, except that el-
ements must be deductively closed: | |{F; |iel} =
U,er Fi- Arequest f is represented as an element of Auth

as {f}. Let a set of logical assertions F' be given and let
A = {Myy(f) | f € F}. The semantics of assertions,
M ogier 1S defined so that f € M ucaions(A)(p) if and only if
F + psays f. The trust engine says that p authorizes a re-
quest f according to the assertions A if Megn(p, m, A),
which is equal to m C M yeions(A) (p), Which is equiva-
[ent to f € M usions(4)(p), Which by the above is equiva-
lentto F' + psays f. Thus, the definition of the trust en-
gine in the framework coincides with the logic-based defi-
nition. Depending on the logic, a direct least fixpoint com-
putation may or may not be feasible. If the set of conse-
quences of a finite set of formulas is finite (as in [3, 17]),
then the least fixpoint can be directly computed. If, on the
other hand, the logic is undecidable (as in [2]), then the
trust management computation can either use an incomplete
proof search or require the client to provide a proof that

f 6 MAmtions(A)(p)'
6 Applications
6.1 Certificate reduction

This section formalizes the notion of certificate reduc-
tion, in which a trust management system provides a mech-
anism to combine several certificates into a single certificate
that summarizes their meaning (e.g. SPKI tuple reduction).
For example, if we have the assertions

(Alice, Am.m(Bab))
(Bob, Am.m(Carl))

then we can create the assertion

ap1r =
ag =

apz = (Alice, \m.m(Carl))

and prove that we have not increased the authorizations
granted by Alice. Certificate reduction can make the over-
all system more efficient by reducing the number of cer-
tificates carried around and used in subsequent trust engine
decisions. It can also provide anonymity to some of the
participants. In our example, Bob no longer needs to be
mentioned when Alice grants authorizations by delegating
to Carl.

We must be careful, however, since it is not the case that
for all sets of assertions A that

Mmlions(A U {a’Alv QB}) ; MAsations(A U {aAQ})
The following example shows one reason why.

A {(Carl, \m.W)}
Msaions(A U {aa1,ag})(Bob) = W
Mosarions(AU {an2})(Bob) = L

Obviously, because we have removed Bob’s delegation to
Carl, we have reduced Bob’s authorizations. The follow-
ing example shows why even the authorizations granted by
Alice may change.

A = {(Bob, \m.W)}
MAs:sertions(A U {aAl, GB}) (Ahce) = W
anons(A U {aAg }) (A”CG) = 1

Since we have removed Alice’s delegation to Bob, we have
reduced Alice’s authorizations.

To simplify the formalization, we will only consider cer-
tificate reduction of two certificates. Suppose that we have
two assertions a; = (p1,11) and az = (p2,l2). Define the
reduction of a; and as as

R(a1,a2) = {(p1, Am.li(m U [p2 — la(m)]))

It is possible to prove that the reduced assertion grants no
more authorizations than were granted by the original two
assertions. That is, for all sets of assertions A,

Msstions(A U {R(a1,a2)}) E Mpgaions(A U {a1,a2})

Our earlier examples showed that equality does not hold for
arbitrary sets of assertions. However, if none of the asser-
tions mention po, then equality does hold for all principals



except for po. More formally, if for all (p,1) € A, p # pa
and for all authmaps m, I(m) = I(m M [ps —_]), then

Mosgions(A U {R(a1,a2)})
= [p2 HJ—] r MAﬁertions(A U {a17 a?})

For a particular trust management system, the language
for writing licenses might not be expressive enough to allow
certificate reduction. That is, there may be license expres-
sions e; and e, denoting licenses I; and o, but no license
expression denoting I, where (p1,1) = R({p1,11), (p2,l2)).
In the case of SPKI, with the minor exception of the in-
tersection of *r ange and * pr ef i x actions, the license
language is expressive enough. One principle designers of
new trust management systems should keep in mind is mak-
ing the license language powerful enough to express all of
the monotone functions that are needed for certificate re-
duction.

6.2 Proof checking vs. proof construction

One way to view an implementation of Mgy, is that
when Me.,.(p, u, A) = true, the engine has constructed a
proof that © © M aeions(A) (p). For several reasons, it may
make more sense to require the client of the trust engine to
provide the proof and have the trust engine simply check
that the proof is valid (as is done in [2]). First, the trust
engine can be smaller and faster because proof checking is
easier than computing the entire fixpoint. Also, third-party
modules can be introduced that find the proof using effi-
cient, complex, or new methods. Finally, as part of a trusted
computing base, having a simpler and more reliable engine
increases overall security.

We can model this approach within our framework using
a slightly modified trust engine, Mg, that takes as in-
put a finite sequence of assertions instead of an unordered
set of assertions.

Mengneeroor = Principal x Auth x Assertion* — Bool

To decide if Megnwmot(D; U, [a1, ..., a,]), Where a; =
(pi, 1;), the trust engine computes an increasing sequence
of authmaps my, . . . , m,, in the AuthMap lattice:

mo =1
mi =mi—1 U [p; — li(mi_1)]

The engine returns true if u C m,,(p). It is easy to see that
forall i, m; C Mugmios(A4), Where A = {ay,...,ay}. That
IS, Mengnerror COMputes a lower bound to the fixpoint needed
by Meg. By the pointwise ordering on authmaps, if
m L MASations(A) and v C m(p) thenu C anons(A) (p)
From this it follows that if M gugnereot (P, , [a1, - - . , a,]) then
Megne(Dy 0, {a1, ... ;an}). Thus, Meygmem: NEVEr autho-
rizes a request unless M., would have authorized it.

7 Conclusion

The framework in this paper can be used to explain exist-
ing trust management systems and to help design new ones.
It can provide a precise specification of the semantics of a
trust management system, which is important for building
correct, interoperable implementations. The least fixpoint
semantics leads to implementations of trust management
engines. The framework can concisely specify trust man-
agement systems by an authorization lattice and language
for licenses. This makes it possible to compare the expres-
siveness of systems. It also makes it easier to assess the
applicability of a system to a given situation and to ana-
lyze design tradeoffs among current and new systems. The
framework can also help to improve existing languages for
expressing licenses by making them more regular and more
expressive.

There are some aspects of trust management systems that
do not fit well within the framework. One example is REF-
EREE [8], in which the trust management engine directly
interprets policies and credentials, without finding a fixpoint
meaning. It is also impossible to express non-monotonic
systems. It would be interesting to explore generalizations
of the framework that could encompass these systems.

The most interesting technical question that this work
raises is what are the right Auth lattices to choose and what
collections of monotone license functions should be used so
that the trust management system is expressive enough and
so that the trust management engine can efficiently approxi-
mate the least fixpoint. In answering this question, there are
likely to be useful insights from the field of abstract inter-
pretation [10], a program analysis technique based on fix-
point computation.
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A Notation and mathematical background

This section introduces the notation and mathematical
background used throughout the paper. Capitalized names
in italic font indicate sets, for example, Int is the set of inte-
gers. Lower case letters typically denote elements of sets, as
ini € Int. The power set of the integers is denoted P(Int).



Upper case letters typically range over elements of a power
set,as in I € P(Int). The cardinality of a set A is denoted
card(A). If A and B are sets, then A + B, A x B, and
A — B are the disjoint sum, cartesian product, and set
of partial functions from A to B, respectively. If A is a set,
then A* denotes the set of finite sequences of elements of A.
In expressions denoting sets, the operator precedence (in de-
creasing order) is *, x, —, +. Anelementof A x Bx C'is
denoted {a, b, ¢). An element of A* is denoted [ag, a1, as].
The expression [a; +— b1, a2 — bo,...] denotes the func-
tion f in A — B such that f(a1) = b1, f(az) = b, ....
The expression Aa. e denotes the function in A — B that
when applied to an argument a € A, returns the result of
expression e, which may refer to a, and denotes an element
of B. For example, \i.i + 1 is the function that adds one
to its argument. The expression f(a) denotes the applica-
tion of function f to argument a. The inner () is dropped in
f({a,b,c)), which is written as f(a, b, ¢). Function applica-
tion associates to the left and — associates to the right. For
example, if f = Ai. A\j.7 — j,then f € Int — Int — Int
and f(7)(5) = 2.

A binary relation C on A is a subset of A x A. The
expression a C o’ denotes (a,a’) € C. The relation C is
reflexive if a C a for all a € A, transitive if « C o’ when-
evera C o’ and o/ C o”, and anti-symmetric if a = o’
whenever a C o’ and o’ C a. A partial order is a set A and
arelation C that is reflexive, transitive, and anti-symmetric.
In a partial order, a is an upper bound of a subset A’ C A
if forall o € A’, o’ C a. A least upper bound of A’, de-
noted | | A’, is an upper bound a of A’ such that a C ag
whenever ag is an upper bound of A’. The greatest lower
bound, denoted [1, is defined analogously. A lattice is a
partial order in which every subset A’ C A has a least
upper bound. The least element of a lattice is denoted by
1, andisequal to | [{}. If Aisasetthen P(A) isa lat-
tice, where A’ C A" iff A/ C A” and | |[{4; |i€ I} =
U{A; |i eI} If Aand B are lattices then A x B is a lat-
tice, where (a,b) C (a/,V') iffa C o’ and b C ¥/, and
U{as i) [iel} = (U{ai [iel},[{b; |i€T}).
If Aisasetand B is lattice, then A — B is a lattice under
the pointwise ordering, where f C ¢ iff f(a) C g(a) for all
ac Aandwhere | |{f; |[i€I}=Xa.||[{fi(a) |i€I}.

A function f from a partial order A to a partial order B
is monotone if f(a) C f(a’) whenever a C a’. The set of
monotone functions from A to B is written A —,,, B. If
feA— A thenaisafixpointof f if f(a) =a. If A
is a partial order, then a least fixpoint of f, written Ifp(f),
is a fixpoint a such that a C o’ whenever o’ is a fixpoint of
f. If f has a least fixpoint, it is unique. If A is a lattice and
f€eA—,, A then f always has a least fixpoint.

A chain in a partial order (A, C) is a sequence of a; € A
such that for all 4, a; C a;4+1. If A and B are partial orders
and f € A —,,, B, then f is continuous if for every chain

a; in A, f(U{a; |ieI}) = J{f(a;) |i€I}. Define
fY(a) = f(a) and for all 4, fi*1(a) = f(f%(a)). Then, if
f is continuous, the least fixpoint of f is given by Ifp(f) =
LI{fi(L) | i€ Int}. If the elements of the lattice A are
representable and f is computable and for some 4, f*(L
) = fi1(L), then this gives us a method for computing
Ifp(f); namely, compute f1(L), f2(L), f3(L), etc. until
the sequence converges.
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